Abstract-Bahraini banks and financial organizations have applied remote enabled service using the internet and a mobile device to increase efficiency, reduce costs and improve quality of services. There is need for these organizations to identify factors that persuade customers and raise their attitudes towards adoption and usage of these services.
INTRODUCTION
Mobile banking (m-banking) refers to the use of a smartphone or other cellular device such as tablet and Personal Digital Assistant (PDA) to perform online banking tasks from any place and any time. Mobile banking typically operates across all major mobile providers through one of three ways: SMS messaging; mobile web; or applications. Developed Mobile SMS text and alert is the simplest, allowing the user to transfer fund or access account information via text message. Mobile web is the second mobile banking option, which is similar to online account access from a home-based computer, this option allows for checking balances, bill payment and account transfers simply by logging into the user's account via a mobile web browser [1] . Mobile banking applications for Android, iPhone and Blackberry, connect the user directly to the bank server for complete banking functionality without having to navigate a mobile web browser.
Smartphone, Tablets and apps have spread the use of online banking and changed the way people bank. The number of mobile banking users has grown from 17.8 million in 2010 to 53.1 million in 2013 [2] . This increase can be recognized to the growth in smart phones industry and banking apps that have been developed by different banking organization. Advantages of mobile banking are numerous for both bankers and customers. For the bankers, mobile banking brings a range of benefits right from reducing costs, achieving greater customer satisfaction to bringing more customers into their crease. For the customer, it gives them an easy access to their account as they no longer have to go the actual banks to make their transactions. Service providers also benefit from mobile banking as it regarded as the best way of achieving growth. However, there are still issues facing banking organizations such as security and privacy [3, 4, 5] .
Bahrain is considered a main center of the financial industry of the Arabian Gulf States which incents most Bahraini banks to adopt mobile banking (M-banking) services to satisfy the need of their customers. Bahrain's growing reputation as a center of financial excellence in the region is reflected by the steady increase of financial institutions registered in the Kingdom providing a variety of new and traditional banking services. There are 55 banks operating in Bahrain [6] , and have increasingly adopted Internet and mobile devices in their services. Bahrain has the highest penetration Internet access rate in the area and rated 27 th in the world out of 142 countries by the World Economic Forum's Network Readiness Index [6] [7] .
Although previous studies have addressed an extensive range of factors related to user adoption of information technology applications and products worldwide and including the Arabian Gulf states, developing a model that captures salient aspects of mobile banking in Bahrain and all factors affecting the adoption of mobile banking is suggested and in fact needed by both business and their customers. The main objective of this study is to understand the factors that affect users' adoption of mobile banking by developing a mobile banking adoption model (for Bahraini community) that raises their attitudes towards the usage of mobile banking services. To achieve the research objectives, one main research question was addressed: "What factors affect the adoption of mobile banking from the user's perspective?"
The remainder of the paper consists of the following sections: The next section presents literature review, followed by operation overview of online banking and security concerns. The next section presents research methodology which includes model development, and experiment design II.
LITERATURE REVIEW AND THEORETICAL FRAMEWORK According to survey by U.S Federal Reserve 2012 report prepared by Statista.com [8] and results shown in figure 1 , a significant number of mobile phone users have already adopted mobile banking. The expected percentage of mobile owner who is planning to use mobile banking by 2017 will reach 51%. From the same survey, mobile banking is highly correlated with age and education; individuals between ages 18 and 29 account for approximately 44% of mobile banking users. 73 percent of all mobile banking users have at least some college education, but this education group represents only 60% of all mobile phone users, and the use of mobile banking is generally unrelated to household income. Undoubtedly, checking financial account balances or transaction inquiries were the most common mobile banking activity, with 90 percent of mobile banking users having performed this function in the last two years.
A study by Hassan et al. [9] investigated factors influencing the adoption of mobile banking services in Bangladesh and concluded that five factors affects user adoption. These are: perceived usefulness, subjective norm, perceived ease of use, perceived credibility, consumer awareness about mobile banking and perceived risks associated with mobile banking. A study by Soufi & Ali [10] concluded that the intention to adopt mobile banking in Bahrain is mainly affected by specific factors which are: Perceived Usefulness and Ease of Use. [8] A study by Bankole at al. [11] explores factors that influence adoption of mobile banking in Nigeria. Research results showed the existence of a causal relationship between perceived quality, satisfaction, and commitment in the context of mobile banking. His results showed that the perceived quality heavily influences the commitment of customers and its effect is direct and not mediated by satisfaction. A study by Al-Somali et al. [13] was aimed to identify the factors that encourage customers to adopt mobile banking in Saudi Arabia. It revealed that there are many factors that can influence the acceptance of mobile banking in Saudi Arabia, these factors include: quality of the Internet connection, awareness of services, trust, social influence, resistance to change, the technology self-efficacy and demographic characteristics. Alalwan et al. [14] studied predictive factors influencing customer intention and adoption of mobile banking in Jordan. The study concluded that trust is a crucial factor influencing behavioral intention to use mobile banking. Performance expectancy, hedonic motivation, and facilitating conditions are also positively influence the adoption of mobile banking.
III. OPERATION OVERVIEW
Mobile Banking is designed for mobile phone users and offers them services that enable them to conduct their financial transactions through a mobile device such as a mobile phone or tablet. The architecture of the Mobile Banking System is depicted in Figure 2 , which shows the main functional components, their roles and contribution within the system. The Mobile Banking Equipment is what is at the enduser's hand to access the information and services provided by the system. The Mobile Banking Equipment displays the menu and performs secure short message creation and transmission based on the user's selection. The Mobile Banking Platform is split into two functional blocks, which may be separated and operated by the Network Provider and the Service Provider respectively.
The Mobile Banking Platform transfers the short message received from the Mobile Banking Equipment into conformant commands of a selected banking protocol. Interaction between User and Service Provider system is supported by multilevel dialogs. The Bank Account Server as part of the system provides the respective banking support. It receives the instructions to provide the necessary functions to be performed on the bank accounts and communicates the results and status back to the Mobile Banking Platform. The Mobile Banking System supports communication with other servers, such as Internet Information Servers. These participate in the environment and contribute other services and information to enhance the service offering to the user. www.ijacsa.thesai.org Besides viewing account balances and detailed account history, some of the banks in Bahrain (e.g. HSBC) provide several service to their customers which includes moving money between accounts, pay bills, check exchange rates and use the built-in currency calculator, receive secure messages from the bank and send requests from the mobile devices.
IV. MOBILE PHONES SECURITY CONCERNS
Security of financial communications, where the transactions are performed remotely, then transmitting this sensitive information over the air, is a complicated challenge that needs to be the concern of the mobile application developers, the wireless network service providers and the banks' information technology departments. A PwC financial mobile services consumer survey of Canadian and US consumers reveals that security risk and fraud is a top concern for 78% of respondents when it comes to mobile payments. The survey also shows that 67% of those surveyed would prefer that their mobile payments be enabled by their banks [15] . IO Active security assessment company, published a report on the sort of security users can expect when conducting mobile banking on an iPhone or iPad, indicating that 70% of the apps offered no support at all for two-factor authentication and 40% of the apps did not validate the authenticity of SSL certificates presented, making them susceptible to Man in The Middle attack [16] . Someone performing a man-in-the-middle (MITM) attack on HTTPS traffic (i.e. HTTP over SSL) would be able to see all content of the encrypted communication, including transmitted usernames and passwords [17] . The fact is HTTPS certificates rely on a chain of trust, and validating that chain is important.
Identity modules (universally known as SIM cards), that interoperate with GSM cellular networks, incorporate a SIM File System (see figure 3 ), resulting in various types of digital evidence, including mobile banking transactions that could exist in elementary data files scattered throughout the file system and be recovered from the Universal Integrated Circuit Card (UICC). Fig. 3 . GSM SIM File System [18] In addition, some of the same information held in the UICC may be maintained in the memory of the mobile device and encountered there as well [18] . Besides the standard files defined in the GSM specifications, a UICC may contain several general categories of data that could be found in standard elementary data files of a UICC. This information could include service-related information (e.g. the unique identifiers for the UICC), the Integrated Circuit Card Identification (ICCID) and the International Mobile Subscriber Identity (IMSI) (e.g. Phonebook, call information such as Abbreviated Dialing Numbers (ADN) and Last Numbers Dialed (LND)), and the messaging information including both Short Message Service (SMS) text messages and Enhanced Messaging Service (EMS) simple multimedia messages. The USIM application supports the storage of links to incoming (EFICI) and outgoing (EFOCI) calls (the EFICI and EFOCI are each stored using two bytes. The first byte points to a specific phone book and the second points to an abbreviated dialing number (EFADN) entry), as well as location information including Location Area Information (LAI) for voice communications and Routing Area Information (RAI) for data communications which indicates that mobile transactions data and information could be easily retrieved using some of the available tools (including commercial and open source tools) that are normally intended for device management, testing, and diagnostics. Example of the tools that can be used for the black box analysis would be otool (object file displaying tool), Burp pro (proxy tool), or SSH [16] .
V. DEVELOPMENT OF THE RESEARCH MODEL
The Technology Acceptance Model (TAM) proposed by Davis [19] is an information systems model used to explain or predict users' motivations to accept and use a technology. TAM, as illustrated in Figure 4 , is one of the most utilized models used to determine Information Systems/Information Technology (IT/IS) acceptance. Many previous studies have adopted and expanded this model which was empirically proven to have high validity [20] [21] [22] [23] [24] [25] [26] [27] [28] . The model identifies Perceived Usefulness (PU) and Perceived Ease of Use (PEOU) as key factors that influence acceptance of a certain technologies. www.ijacsa.thesai.org As defined by Davis [19] , perceived ease of use and perceived usefulness are the two main factors that influence an individual's attitudes towards intention to use IT/IS (i.e., mobile banking system services).These attitudes will in turn influence the actual use of mobile banking. This research defines PU in the context of mobile banking as the degree to which a user believes that using a mobile banking system service would enhance banking services usability. We also assume that mobile banking is more likely to be adopted if they are easy to use. Therefore, PEOU is defined in this research as the degree to which a user believes that using a mobile banking system service or technology would be free from effort. However, TAM does not take into confederations the security aspects of the technology, and mobile banking is exposed to more security issues because wireless circuits are easier to tap than their hard-wired counterparts. In addition, despite the concerted efforts to secure the transmission of sensitive information over handheld devices, there is still the risk of physically loosing of the device. Accordingly, this study proposes an extended version of the Technology Acceptance Model (TAM). The proposed variables were tested and verified and the complete set of the variables are collected and tested on Bahraini community's acceptance of mobile banking. Several hypotheses have been constructed in the model for testing mobile banking adoption in Bahrain.
A. Demographic factors
Many studies recognized that demographic factors impact heavily on consumer attitudes and behavior regarding technology acceptance [29] [30] [31] . According to these studies young, educated, and wealthy consumers are the most likely to adapt the technologies. Therefore, the following hypotheses have been developed. H1-A: Age positively affects customer's attitude towards using mobile banking.
H1-B:
Gender has no impact on the customer's attitude towards using mobile banking. H1-C: the level of Income has a significant impact on the customer's attitude towards using mobile banking.
H1-D:
The level of education has a positive impact on the customer's attitude towards using mobile banking. [31] [32] .
B. External Factors 1) The quality of the Internet connection (QI) is an essential component for any Internet-based application. Without a proper Internet connection the use of mobile banking is not possible. Some studies confirm that there is a significant relationship between the speed of Internet access and the use of mobile banking services
H2: Perceived quality of the Internet connection (QI) has a positive impact on customer's perceived ease of use. [33] [34] [35] [36] .
2) The technology self-efficacy (SE) is an individual
H3: The technology self-efficacy (SE) has a positive impact on customer's perceived ease of use. [30] & Al-Somali et al. [13] , awareness of service has direct influence on user intention to use the technology.
3) Awareness of services (AW): According to Sathye
H4: Awareness of services (AW) and benefits has a positive impact on customer's perceived usefulness. [22] believed that in some circumstances people might use a technology to comply with others' mandates rather than their own feelings and beliefs.
4) Social Influence (SI) or (Image) is the degree to which a potential user perceives the usage of a technologically based innovation as adding prestige to his social image. Customers may have unfavorable or favorable perceptions towards mobile banking use because of the perceptions of a family member, acquaintances or peers influence. Davis et al.
H5: Social Influence (SI) has a positive impact on customer's perceived usefulness. [36] . Generally, consumer trust has been identified as a key to the development of Internet services [36] [37] [38] [39] [40] [41] .
5) Trust and security (TRS): Mobile banking services carry benefits as well as risks. Trust and security are related factors, and thus, are important in the acceptance of mobile banking. Trust has been accepted as a critical element in mobile banking services due to the fact that transactions are characterized as a process that involves uncertainty and risk and therefore, trust is considered as the most effective means of reducing uncertainty and risk
H6: Customers Trust in secured (TRS) mobile banking has a positive impact on their attitudes towards using mobile banking. [39] .
6) Convenience is viewed as a very important advantage of mobile banking especially when users want to be able to have access to services anywhere at any time
H7: Convenience (CNV) is Positively Related to perceived ease of use (PEOU). www.ijacsa.thesai.org Padachi et al. , [42] ease of use is a significant factor in the adoption of e-Banking. Safeena et al. [43] , and Liao and Wong [44] Stated that perceived ease of use has a strong and positive influence on customer's intention to adopt and use internet services.
7) Perceived ease of use (PEOU): This study suggests that mobile banking system requires less effort to use, learn, and train. According to
H8: Customer's perceived ease of use in mobile banking system positively impact customer's attitude towards using mobile banking.
8) Perceived usefulness (PU) of mobile banking:
Several studies showed that perceived usefulness influence customer interactions with internet banking [13, 42, 44] , and these studies beleive that perceived usefulness affects the adoption of mobile banking services. Therefore a new hypothesis is added:
H9: Customer's Perceived Usefulness (PU) impacts positively the intention to use mobile banking. [13, [45] [46] . Celik [47] stated that perceived usefulness and perceived ease of use are direct determinants of customers' attitudes towards using the technology. Yap, et al. [48] 
9) Customer's attitude towards using mobile banking (ATT): Researchers found that users' attitude towards the acceptance of a new information system (IS) has a critical impact on its success

stated that traditional service quality and website features such as PU, PEOU and PC (Perceived credibility) gives customer confidence and build trust in the technology. The following hypothesis is added:
H10: Customer's Attitude (ATT) towards using mobile banking has a positive impact on his/her behavioral intention to use it. Figure (4) next depicts the proposed model.
VI. EXPERIMENT DESIGN
A sample of 300 participants was randomly chosen from the Bahrain community. All participants were bank customers selected randomly from universities, companies and Internet forums and are supposed to have some experience in using the Internet. Two hundred and forty six usable responses were collected, yielding a response rate of 82%.
The questionnaire is divided into three main sections according to Mobile banking service usage. The selection of the questionnaire items were collected form latest case studies and literature review which is considered the main source of information in developing the research questionnaire and then the research model [49, 50] . The questionnaire begins with general (demographic) section consist of questions which collect information about gender, age, level of education, income, preferred methods of performing banking transactions, computer literacy level, bank visiting frequency, user bank account, Internet knowledge a usage, and the type of users. The second set of questions are related services provided to users of mobile banking; it consists of several questions grouped into ten groups. The third set of questions belongs to the people who do not use the mobile banking services, and it includes challenges to mobile banking services. The hypotheses were tested with an online survey involving 246 banking customers residing in the Kingdom of Bahrain. Collected data were analyzed using SPSS (Statistical Package for Social Science) Version 19 by applying several statistical tests including descriptive statistics and Chi-Square test. The descriptive statistics of the respondents' demographic characteristics were analyzed and presented first in table 1 shown below and summary of other hypothesis analysis are presented next.
A. Demographic Characteristics Analysis
43.92 percent of the respondents were male and the largest proportions (56.1%) of respondents were females. The largest proportion (65.9%) of respondents by age group, were those in the 18-25 years old category. The survey respondents were generally well educated with over 12.2 % holding an advanced degree and 64.2% having a 4-year first degree. The results indicate that the largest proportion (44.0%) of respondents had advanced computer literacy and only a tiny proportion claimed to have no or little computer ability. Based on the income more than half of the respondents (53.0%) earn less than 400 BD (1300 US dollar) monthly.
Chi-square test results for demographic factors are shown in table 2. From the table, the Sig. value is close to 0.000 for gender and income, 0.033 for Age (which is less than 0.05, the accepted criterion), and equal to 0.247 for education. Therefore the results are significant for gender, age, income and related to the intention to use mobile banking, while education is not significant and therefore does not affect intention to use the internet banking. Therefore, H1-A, H1-B and H1-D have been confirmed (not rejected) while H1-C is rejected. First table 3 shows averages calculation for the tested variables, the correlation and Chi-Square tests between the hypotheses has been calculated and presented next. Tables 4  and 5 presents the results of asymptotic analysis and chisquare test analysis of the data collected from sample users' responses 
B. Significance Analysis of Research Hypotheses
C. Correlation Analysis of Internal Variables
Pearson correlations were calculated to identify the correlations between the variables: Perceived Usefulness, Perceived Ease of Use, Behavior Intention, and Attitude towards using mobile banking and to test the hypothesis (H8-H11). Results are shown in table 6. Since the highest correlation coefficient is 0.513 which is less than 0.8, there is no multicollinearity problem in this research. Table 7 summarized the end results of the hypothesis testing. This research was carried out to study the user acceptance of mobile banking practice in the kingdom of Bahrain. The study examines the factors influencing user to adopt mobile banking technology services, as well as influencing users' intentions to adopt mobile banking service and technology. The study finds that mobile banking customers in Bahrain generally have a good awareness of the mobile services that have been provided. However, the study finds that the responders do not use mobile banking services due to many challenges including information security issues. The study shows that the most effective challenges (variables) include: trust and lack of experience in using Internet enabled mobile applications. 68.4% respondents believe don't trust mobile banking, and 36.7% of them do not have the adequate skills to use the mobile banking technology. For security enhancements, banks and individuals may enhance their mobile devices with add-on security procedures or means.
A variety of login authentication mechanisms are available for mobile devices that could be used as a replacements or supplements to password mechanisms for mobile banking. Mobile banking should support a method to permanently delete all banking history from the mobile devices and all data relates to the transactions to prevent such data from being be recovered from the Universal Integrated Circuit Card. Mobile banking services carries benefits as well as risks. Hence, it is the responsibility of the bankers to recognize, manage and to address banking institutions in cautious and sensible way according to the fundamental characteristics and challenges of mobile banking services. The future of banking is driven by young professionals today who will be the significant drivers of retail banking revenues tomorrow by using their smart phones. Understanding what this group wants will differentiate the winners from the losers in the business of banking.
